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Many Vermonters are concerned about the security of their health records. Some have a general
desire for privacy. Others wish to keep specific elements of their health records private such as
those pertaining to mental health, substance abuse, and/or reproductive health. State and federal
laws provide health care consumers with some legal rights and protections in connection with
their health care information. In Vermont, the federal Health
Insurance Portability and Accountability Act (HIPAA) provides
the majority of health information privacy and security legal
Guide to Acronyms
protections. Some Vermont state laws provide additional
protections.
EHR
The information included in this document generally pertains to
the regulation of health care professionals. Regulations that focus
on disclosures and uses of health care information by individuals
outside of the health care field are not discussed in this paper.

Introduction to HIPAA
HIPAA, enacted in 1996, is the primary federal statute governing
privacy protections for health care information.1 In 2009, the
federal government passed the Health Information Technology for
Economic and Clinical Health (HITECH) Act which amended
HIPAA to increase privacy and security protections of health
information, especially electronic health information.2 HIPAA
privacy rules generally apply to “covered entities,” which the Act
defines as health care providers, health plans, and health care
clearinghouses.3 The Act also applies to the business associates of
covered entities when those business associates have electronic
access to protected health information.4 HIPAA uses the term
“protected health information” (PHI), to mean “protected health
information that is created or received by or on behalf of the health
care component of the covered entity.” 5

Electronic Health
Record
HIE
Health Information
Exchange
HIPAA
Health Insurance
Portability and
Accountability Act
HITECH
Health Information
Technology for
Economic and
Clinical Health (Act)
PHI
Protected Health
Information
PHR
Personal Health
Record

HIPAA imparts protections that covered entities must take when working with PHI. HIPAA
outlines minimum protections; covered entities can voluntarily choose to do more to protect their
patients or clients. In addition, state law can require protections of PHI that go beyond HIPAA.
While in general HIPAA prevails over contrary state law, state law governs when it provides the

1

Pub. L. 104-191.
Pub. L. 111-5
3
45 C.F.R. §164.104.
4
45 C.F.R. 164.302. See also 42 U.S.C. §17931; 42 U.S.C. §17934.
5
45 C.F.R. §164.105(a)(2)(i)(C).
2
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patient with more privacy protections than HIPAA.6 HIPAA gives individuals the right to receive
providers’ privacy practices;7 agree, object to, or authorize certain disclosures;8 request
restrictions of certain uses and disclosures;9 view and copy certain health information;10 amend
health information;11 and get a report showing each time covered entities made certain types of
disclosures about them.12

Electronic Health Records and Health Information Exchanges
The Affordable Care Act implemented policies intended to encourage providers to transition
from using paper files to using electronic health records (EHRs) to keep track of their patients’
information. Many experts believe that electronic health records have the potential to increase
efficiencies and reduce costs across the health care system.13 Although the benefits of
implementing electronic health records systems are still largely untested, the potential benefits
include: “(1) significant reduction in healthcare costs, (2) reduction of medical errors, and (3)
improved quality of care.”14
However, electronic medical records produce the potential for much larger breaches of PHI than
what is generally possible with paper files. “[T]here is an inevitable tension between ease of
access to EHRs for effective treatment of patients and the efficient operation of the health care
system on the one hand, and protecting personal privacy of medical records on the other hand.”15
In addition, EHRs may make it easier for providers to commit billing fraud.16
This is particularly true for health information exchanges (HIEs), which allow multiple providers
to electronically access information from each provider’s electronic health records. In theory,
HIEs increase efficiency and lower costs by allowing providers to learn from each other’s
records, thus reducing the need for duplicative tests and allowing providers to increase their
knowledge of a patient’s overall health and treatment statuses.

6

45 C.F.R. 160.202; 45 C.F.R. 160.203(b).
45 CFR §164.520.
8
45 CFR §164.510, 45 CFR §164.508.
9
45 CFR §164.522.
10
45 CFR §164.524.
11
45 CFR §164.526.
12
45 CFR §164.528.
13
Janine Hiller, et. al. Privacy and Security in the Implementation of Health Information Technology (Electronic Health
Records): U.S. and EU Compared. 17 B.U. J. Sci. & Tech. L. 1 (2011), 3 (electronic version).
14
Janine Hiller, et. al. Privacy and Security in the Implementation of Health Information Technology (Electronic Health
Records): U.S. and EU Compared. 17 B.U. J. Sci. & Tech. L. 1 (2011), 4 (electronic version).
15
Janine Hiller, et. al. Privacy and Security in the Implementation of Health Information Technology (Electronic Health
Records): U.S. and EU Compared. 17 B.U. J. Sci. & Tech. L. 1 (2011), 39 (electronic version).See also, Beneifts and
Drawbacks of Electronic Health Record Systems. Risk Management and Healthcare Policy 2011:4 , 47.
16
See CMS and Its Contractors have Adopted Few Program Integrity Practices to Address Vulnerabilities in EHRs. Daniel R.
Levinson, Inspector General. DHHS Office of Inspector General. January 2014.
7
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Many patients hesitate to allow their PHI to be shared on HIEs due to the breadth of PHI that an
exchange makes available on a single patient. As David Blumenthal M.D., M.P.P. pointed out in
a 2010 article, technology facilitating the exchange of health information, “will never reach its
potential unless patients and providers are confident that patients’ data are private and secure –
both when stored in EHRs or other repositories and when flowing through the health care
system.”17
Although HIEs are relatively new, many health care practitioners are already looking ahead to
future technologies for health care records. One option is called a Personal Health Record (PHR).
“A PHR is ‘an electronic record of an individual’s health information by which the individual
controls the access to the information and may have the ability to manage, track, and participate
in his or her own health care.’”18 Some experts encourage the development of independent health
records trusts to hold patient health records. Records would be held securely by a third party, not
a provider or insurer and would ideally allow patients to control the type and amount of data
shared with providers and insurers.19 These types of technology would give patients
unprecedented access to and control over their own medical records. However, whether or not
the PHR is protected by HIPAA would depend on what type of entity houses the information.20

Ownership of Health Records
Ownership of health records is currently a much debated topic. Historically, the entities that
produce the paper records (e.g., hospitals, practices, and providers) have been considered the
owners of the file itself, while the patients are considered the owners of the information
contained within the record.21
This structure has given the entities that produce the records considerable control over the
information contained in the records. Mark Hall, a Professor of Law who specializes in health
care reform law states that “[c]linicians, as owners of the paper records they maintain, can give
or sell medical records to other clinicians for treatment purposes and block access by anyone
except the patient. Patients have rights of privacy and access to their records, but neither federal
nor state law explicitly extends property rights to patients. For instance, patients do not have the
right to sole possession or to the destruction of their original records.”22

17

David Blumenthal, M.D., M.P.P; Launching HITECH, N. Engl. J. Med. 362;5, February 4, 2010 , 385.
Inmaculada Carrión, et al., Assessing the HIPAA Standard in Practice: PHR Privacy Policies. 33 rd Annual International
Conference of the IEEE EMBS, Boston, Massachusetts USA, August 30-September 3, 2011, 2380.
19
See, David B. Kendall. Perspective: Protection Patient Privacy through Health Record Trusts, Health Affairs 28, no. 2 (2009):
444–446; 10.1377/hlthaff.28.2.444].
20
Inmaculada Carrión, et al., Assessing the HIPAA Standard in Practice: PHR Privacy Policies. 33rd Annual International
Conference of the IEEE EMBS, Boston, Massachusetts USA, August 30-September 3, 2011, 2380.
21
Laurinda B. Harman, PhD, RHIA, et al. State of the Art and Science, Electronic Health Records: Privacy, Confidentiality, and
Security, Virtual Mentor, American Medical Association Journal of Ethics. Sept. 2012, Vol. 14, No. 9: 712-719.
22
Mark A. Hall, JD & Kevin A. Schulman, MD, Ownership of Medical Information, JAMA, March 25, 2009, Vol. 301, No. 12,
1282.
18
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However, in the new age of electronic medical records, where there
is no longer a tangible file holding the information, ownership is an
unsettled issue. Hall states, “In the emerging era of electronic health
informatics, few other medicolegal questions are more critical, more
contested, or more poorly understood… [The Affordable Care Act]
fails, though, to resolve who owns this massive increase in
electronic information.”23
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…in the new age of
electronic medical
records, where
there is no longer
a tangible file
holding the
information,
ownership is an
unsettled issue.

Individuals who want to learn more about the privacy of their health
information may want to begin by studying the privacy policies of
their health care providers. HIPAA requires covered entities to
provide their patients with a notice of their privacy practices voluntarily24 and upon a patient’s
request.25 Normally, covered entities provide paper copies of their privacy notices to patients in
person. However, if an individual’s first “service delivery” is performed electronically, the
provider must respond to the individual’s first request for service by automatically and
immediately providing electronic notice of its privacy practices.”26 In addition, all health care
providers who maintain a website must prominently display their notice of privacy practices on
their websites.27
Covered entities must write their privacy notices in plain language, communicating patients’
rights and the covered entity’s legal duties regarding PHI.28 HIPAA outlines several details that
must be sufficiently described in the privacy notices, including the following information:
 Uses and disclosures an entity can make for purposes of treatment, payment, and health
care operations
 Uses and disclosures the entity is permitted to make without the individual’s written
authorization, including at least one example of this type of disclosure
 Uses and disclosures the entity is permitted to make only with the individual’s written
authorization
 Patients’ right to inspect, copy, and amend their health records.
 Patients’ right to receive a report showing each time the covered entity has made certain
disclosures of their PHI.
 Patients’ right to revoke a previous written authorization.
23

Mark A. Hall, JD & Kevin A. Schulman, MD, Ownership of Medical Information, JAMA, March 25, 2009, Vol. 301, No. 12,
1282.
24
164.520(a). Note exceptions for some group health plans (a)(2), and inmates(a)(3).
25
45 C.F.R. §164.520(c).
26
See 45 C.F.R. §164.520(c)(3); Openness and Transparency, The HIPAA Privacy Rule and Electronic health information
Exchange in a Networked Environment, Office of Civil Rights. 2.
27
See 45 C.F.R. §164.520(c)(3).
28
45 C.F.R. §164.520(a),(b).
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How individuals may file a complaint if they believe their privacy rights have been
violated.
The requirement that the covered entity notify individuals following a breach of
unsecured PHI.
“the name, or title, and telephone number of a person or office to contact for further
information” about the privacy practices.29

These disclosures must reflect both federal and Vermont law. A covered entity must “promptly
revise and distribute” a new notice of privacy practices whenever it makes a material change to
its uses or disclosures related to patients’ PHI.30
What Does This Mean for Patients?
If a patient or a patient’s guardian is concerned about the privacy of health information, the
patient or guardian has the right to request a copy of the provider’s privacy practices. If the
individual does not understand any part of the privacy practices, he or she has the right to ask the
doctor, a staff member, or the contact person listed on the privacy notice to explain it. If an
individual believes that a provider has not given sufficient information about its privacy practices
or that the entity has violated the individual’s privacy rights, the individual can complain to the
Office of Civil Rights. More information on this process is described below in the section,
“Filing Complaints Against Covered Entities.” In addition, if a patient is not satisfied with his or
her provider’s privacy practices, the individual can try to find a different provider who offers
more rigorous privacy protections.

Rules Allowing Collection of Unidentified Health Data
HIPAA’s restrictions on the treatment of PHI do not apply to de-identified information, which
HIPAA defines as “[h]ealth information that does not identify an individual and with respect to
which there is no reasonable basis to believe that the information can be used to identify an
individual.”31

PHI Disclosure and Consent
Health care providers regularly share patients’ health information for legitimate reasons within
the scope of providing medical care. For example, health care providers share patient health
information with other doctors in order to refer a patient or obtain a consultation and with
insurers to prove that they are owed financial reimbursement. HIPAA provides specific rules for
disclosing some types of health information and general guidance on others.32
29

45 C.F.R. §164.520(b).
45 CFR §164.(b).
31
42 C.F.R. §164.514(a).
32
See 45 C.F.R. §164.508-512.
30
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HIPAA outlines different levels of consent that a covered entity must obtain from a patient for
different types of disclosures. HIPAA describes when a covered entity is required to obtain a
patient’s written authorization for a use and disclosure of PHI,33 when a covered entity is not
required to obtain a patient’s written authorization but must give the patient an opportunity to
agree or to object to the use or disclosure;34 and when a covered entity is not required to obtain a
patient’s written authorization or provide the patient with an opportunity to agree or object.35
Patient Authorization
HIPAA’s general rule requires covered entities to obtain written authorization before disclosing
PHI.36 However, the rule contains a large number of exceptions that encompass some very
common medical care situations. Primarily, HIPAA allows disclosures and uses of a patient’s
PHI without the patient’s authorization when the disclosure or use is related to treatment,
payment, or health care operations.37
Covered entities may voluntarily adopt procedures and policies that allow more protections than
the minimum required by HIPAA. So, while covered entities are not required to obtain written
consent from patients for disclosures related to treatment, payment, or health care operations, 38
they may choose to have policies requiring consent for these disclosures.39
HIPAA specifically requires a patient’s authorization for disclosures of psychotherapy notes,
except when the disclosures are used by the originator of the notes for treatment, when used for
training current or future mental health providers, or when disclosed by the covered entity to
defend itself in a legal proceeding brought by the patient. HIPAA also specifically requires a
patient’s authorization for disclosures for marketing purposes and for the sale of PHI.40 Outside
of HIPAA, additional federal regulations require patient authorization for sharing health records
created in association with federally funded substance abuse programs.41
Disclosure as a Condition for Treatment
A covered entity cannot require a patient to authorize a disclosure as a condition to providing
treatment, payment, enrollment in a health plan, or eligibility for benefits, except in the following
scenarios:

33

45 C.F.R. §164.508.
45 C.F.R. §164.510.
35
45 C.F.R. §164.512.
36
45 C.F.R. §164.508.
37
45 C.F.R. §164.502(a).
38
See 45 C.F.R. §164.506 and 45 C.F.R. §164.508; Individual Choice, The HIPAA Privacy Rule and Electronic Health
Information Exchange in a Networked Environment, Office of Civil Rights 4.
39
45 CFR §164.506(b).
40
45 C.F.R. §164.508(a)(2).
41
42 C.F.R. Part 2.
34
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The treatment is research related.
The authorization is sought for a health plan’s eligibility or enrollment determinations
and is not for psychotherapy notes.
The authorization is sought to disclose information to a third party and the health care is
solely for the purpose of creating PHI for disclosure to the third party.42 For example, a
physician can require a job applicant to provide written authorization before the physician
will conduct a physical to determine the applicant’s employment eligibility.43

Opportunity to Agree, Prohibit, or Restrict Disclosures
HIPAA requires covered entities to inform individuals in advance of disclosures and give them
an opportunity to agree, prohibit, or restrict the disclosure in several situations.44 For example,
covered entities must inform individuals in advance of PHI disclosures for use in facility
directories and give them an opportunity to restrict or prohibit the disclosures.45 A facility
directory maintains a list of individuals in a health care facility, such as a hospital, and may
include the patient’s name, location in the facility, general condition, and religious affiliation. 46
HIPAA allows PHI disclosures for facility directories without informing the patient in cases of
emergency or when the patient is incapacitated.47
Disclosures to Family Members and Friends
In certain circumstances, HIPAA allows PHI disclosures to the patient’s family members, close
personal friends, or others particularly identified by the patient, without the patient’s written
authorization.48 In disaster relief situations, HIPAA allows PHI disclosures to public or private
entities authorized to facilitate notification of family members or persons responsible for an
individual’s care.49 HIPAA allows both of these types of disclosures under certain conditions:



The patient is present and has been given an opportunity to object.
The patient is absent or incapacitated, or there is an emergency situation and the
disclosure is appropriate according to the professional judgment of the covered entity.
However, in those cases the covered entity may only disclose the PHI that is directly
relevant to the person’s involvement with the patient’s care.50

42

45 C.F.R. §164.508(b)(4).
Standards for Privacy of Individually Identifiable Health Information , 65 Fed. Reg. 82,511, 82,514 (Dec. 28, 2000).
44
45 C.F.R. §164.510.
45
45 C.F.R. §164.510(a).
46
45 C.F.R. §164.510(a).
47
45 C.F.R. §164.510(a).
43

48

45 C.F.R. §164.510(b); Standards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. 82,661, 82665
(Dec. 28, 2000).
49
45 C.F.R. §164.510(b); Standards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. 82,661, 82,665
(Dec. 28, 2000).
50
45 C.F.R. §164.510(b).
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The patient is deceased and the disclosure is relevant to the relative’s or friend’s
involvement with the deceased individual, except that HIPAA does not allow disclosure
when the entity is aware that the disclosure is inconsistent with the deceased individual’s
preferences.51

Exceptions to Patient Authorization Requirements
Finally, there are a number of situations where HIPAA does not require that a covered entity
obtain an authorization or give the individual an opportunity to agree or object:











In cases of suspected abuse, neglect, or domestic violence.
When the PHI is used or disclosed for certain public health activities. These include, but
are not limited to, purposes of preventing or controlling disease, injury, or disability.
When, in good faith, the covered entity believes the disclosure or use of the PHI “is
necessary to prevent or lessen a serious and imminent threat to the health or safety of a
person or the public” and the disclosure or use is reasonably likely to lessen the threat.
Health oversight activities including investigations, licensure or disciplinary actions, or
audits necessary for appropriate oversight of the health care system, government benefit
programs for which health information is necessary for determining eligibility, or entities
subject to civil rights laws when health information is necessary for determining
compliance with those laws.
Disclosures in the course of a judicial or administrative proceeding in certain specified
circumstances.
In specified circumstances for law enforcement purposes.
For “specialized government functions” including certain military and veterans activities.
“[A]s authorized by and to the extent necessary to comply with laws relating to workers’
compensation or other similar programs, established by law, that provide benefits for
worker-related injuries or illness without regard to fault.”52

Minimum Disclosure Requirement and Exceptions
HIPAA generally requires covered entities to limit the PHI they use, disclose, or request to the
“minimum necessary to accomplish the intended purpose.”53 The entities must implement
policies and procedures to enforce this limit.54 However, HIPAA does not apply this limit in
several common situations including the following:



When the PHI is used for treatment.
When the information is disclosed to the individual who is the subject of the PHI.

51

45 C.F.R. §164.510(b)(5).
45 C.F.R. §164.512(b)-(j).
53
45 C.F. R. §164.502(b).
54
45 C.F.R. §164.316.
52
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When the individual who is the subject of the PHI has authorized the use, disclosure, or
request.
For other uses or disclosures that are required by law.55

Vermont Privacy Protections
The state of Vermont provides patients with more privacy protections than HIPAA. Vermont law
requires a patient’s consent for disclosures in most situations. The law states that patient
identification and records shall be kept confidential absent the patient’s written consent or a court
order.56 However, Vermont allows disclosure of information on a patient’s “medical condition to
the individual’s family, clergy, physician, attorney, the individual’s health care agent, … power
of attorney, or to an interested party,” “upon proper inquiry” by the health care provider.57
Under Vermont’s Patient Privilege rule, certain medical professionals58 involved in a court
proceeding in Vermont “shall not be allowed to disclose any information acquired in attending a
patient in a professional capacity” without the patient’s permission or “an express provision of
law.”59 This rule has also been applied to disclosures by medical professionals outside of legal
proceedings.60 The Patient Privilege rule includes exceptions for “information indicating that a
patient who is under the age of 16 years has been the victim of a crime,” and for information on
the mental or physical condition of a deceased individual unless that information “would tend to
disgrace the memory of the decedent.”61
In addition, a hospital patient in Vermont has “the right to expect that all communications and
records pertaining to his or her care shall be treated as confidential. Only medical personnel,
directly treating the patient, or those persons monitoring the quality of that treatment, or
researching the effectiveness of that treatment, shall have access to the patient’s medical records”
without the patient’s written authorization.62
Vermont allows disclosure of patient information without the patient’s consent in certain
situations. Most of these exceptions pertain to law enforcement; for example, federal or state
officers or their authorized agents have the power to inspect prescriptions, orders, and records of
regulated drugs.63 A patient’s PHI may also be disclosed when a patient communicates
55

45 CFR §164.502(b).
18 V.S.A. §7103.
57
18 V.S.A. §7103(b).
58
Specifically, “a person authorized to practice medicine, chiropractic, or dentistry, a registered professional or licensed practical
nurse, or a mental health professional as defined in 18 VSA §7101(13).” 12 V.S.A. §1612.
59
Patient’s Privilege. 12 V.S.A. §1612.
60
See Peck v. Counseling Service of Addison County, 146 Vt. 61 (1985), (holding that a mental health provider can be liable for
failure to warn a potential victim of a patient because the patient privilege “can be waived in the interest of public policy under
appropriate circumstances.”) Peck at 67.
61
12 V.S.A. §1612(b)(c).
62
Patient’s Bill of Rights. 18 V.S.A. §1852(a)(7).
63
18 V.S.A. §4211.
56
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information to a physician in an effort to obtain a regulated drug,64 when a patient in an
emergency room is suspected of drunk driving and has an elevated blood alcohol level,65 and in
cases of the suspected abuse of a child66 or a vulnerable adult.67 Additionally, Vermont allows a
health care provider to disclose to the Commissioner of Health incidences of disease deemed a
threat to public health.68
What Does This Mean for Patients?
A patient who is concerned about the privacy of his or her health records should first consider
whether a particular PHI use or disclosure requires authorization. If the covered entity asks the
patient for an authorization, the patient should carefully read the
consent form before signing it. If the patient does not understand
the consent form, the individual should ask the provider or a staff
If a patient has
member what the form means.
In general, patients should weigh the potential costs against the
advantages of allowing the disclosure. For example, if a physician
asks a patient to sign an authorization allowing the physician to
obtain a copy of the patient’s records from a prior health care
provider, the patient should consider whether he or she wishes to
keep the record private from the new physician but also consider
the benefits to the patient’s care that might come from the new
physician seeing the record.

concerns related
to disclosure of
personal medical
information in
relation to a police
investigation or a
court order, the
patient should
seek the advice of
a lawyer.

The patient may want to discuss with the physician whether a
narrow authorization would suffice. For example, perhaps the
physician only needs the patient’s blood pressure and cholesterol history or only the results of
certain medical tests. Individuals should always remember that the patient has the power to
refuse to provide authorization for a disclosure to a covered entity. At the same time, the patient
must realize that without a disclosure, treatment or payment options may be limited. See the
section “Patient Requests for Restrictions on Disclosures of PHI” for more information on how a
patient can restrict disclosures.
If a patient has concerns related to disclosure of personal medical information in relation to a
police investigation or a court order, the patient should seek the advice of a lawyer.

64

18 V.S.A. §4223.
23 VSA §1203(b).
66
33 V.S.A. §4913.
67
33 V.S.A. §6903.
68
18 V.S.A. §1001.
65
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Personal Representative’s Consent for Disclosure of a Patient’s PHI
HIPAA requires covered entities to treat a patient’s personal representative as interchangeable
with the patient in regard to the rules on PHI uses and disclosures with a few exceptions.69 Under
HIPAA, a personal representative is a person who has authority under law to make health care
decisions on behalf of another person.70 See information above in the “PHI Disclosure and
Consent” section for HIPAA rules pertaining to family members and friends who are not legal
representatives of the patient.
For an unemancipated minor, a personal representative can include a parent, a guardian, or any
person legally acting on a parent’s behalf who has the power to make health care decisions for
the minor.71 In Vermont, minors are considered emancipated
when they have been married, even if the marriage was
dissolved, when they have served on active duty in the armed
… in Vermont, minors
have the right to
forces, and when they have been emancipated by a probate
72
provide their own
court order.
In all situations, and regardless of any state law to the
contrary, a covered entity can choose not to treat an individual
as a personal representative if the covered entity believes this
relationship is not in the patient’s best interest and has a
reasonable belief that such relationship could endanger the
patient or that the individual has abused or neglected the
patient or may do so in the future.73 In addition, HIPAA states
that a covered entity can deny a legal representative access to a
patient’s PHI if a licensed health care professional determines,
“in the exercise of professional judgment, that the provision of
access to such personal representative is reasonably likely to
cause substantial harm to the individual or another person.”74

consent to treatment
for alcohol or drug
dependency or
sexually transmitted
disease, as well as the
right to consent to
voluntary hospital
admission for
examination or
treatment.

Although unemancipated minors will normally have personal representatives for health care
decisions, in Vermont, minors have the right to provide their own consent to treatment for
alcohol or drug dependency or sexually transmitted disease,75 as well as the right to consent to
voluntary hospital admission for examination or treatment.76 Further, HIPAA allows
69

45 C.F.R. §164.502(g).

70

45 C.F.R. §164.502(g).

71

45 C.F.R. §164.502(g).

72
73

12 V.S.A. §7151.

45 C.F.R. 164.502(g)(5).

74

45 C.F.R. §164.502(g)(3), 45 C.F.R. §164.524(a)(3)(iii).
75
18 V.S.A §4226.
76
18 V.S.A §7503.
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unemancipated minors to control the handling of their PHI in certain situations including the
following:






Where the minor alone consents to the health care service, no law requires any additional
consent, and the minor has not requested that the covered entity treat another person as
the minor’s personal representative.
Where the minor can obtain the health care service without the consent of a parent,
guardian, or other person legally acting in place of the parent and either the minor, a
court, or another legally authorized person consents to the health care service.
Where the minor’s parent or legal representative agrees to a confidential relationship
between the minor and the health care provider.77

When an unemancipated minor has control over his or her PHI in the situations listed above, a
licensed health care professional using professional judgment has the option to provide a
personal representative with access to the minor’s PHI as long as the disclosure is permitted by
law.78

Patient Requests for Restrictions on Disclosures of PHI
HIPAA gives individuals the right to ask a covered entity to
restrict “[u]ses or disclosures of protected health information
about the individual to carry out treatment, payment, or
health care operations.” 79 For example, a patient may ask
his or her primary care physician to refrain from sharing his
or her mental health records when referring the patient to a
physical therapist. However, HIPAA does not require
covered entities to agree to the request.80 HIPAA only
requires covered entities to have policies in place by which
to accept or deny the request.81
There is one situation where the covered entity must agree
to a request for a disclosure restriction. When an individual
pays for a health service in full, without payment by a health
plan, the health care provider must comply with a request by
the individual to restrict disclosures made for payment or

77

45 C.F.R. §164.502(g)(3).

78

45 C.F.R. §502(g)(ii).

When an individual
pays for a health
service in full, without
payment by a health
plan, the health care
provider must comply
with a request by the
individual to restrict
disclosures made for
payment or health
care operations.

79

45 CFR §164.522(a).
45 CFR §164.522(a).
81
Individual Choice, The HIPAA Privacy Rule and Electronic health information Exchange in a Networked Environment, Office
of Civil Rights 2-3.
80
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health care operations.82 For example, if an individual pays out of pocket for mental health
counseling, the individual can request that the care provider not share the related records with the
individual’s private insurance company, and the health care provider must comply.
If a covered entity voluntarily agrees to a requested restriction, it must stand by the agreement,
except in cases where the information is necessary to provide needed emergency treatment for
the individual.83 Additionally, the agreement can be terminated if the individual who requested
the restriction agrees to the termination or the covered entity informs the individual that it is
terminating the agreement.84 In the case of the latter, the termination only pertains to PHI created
or received after the entity notified the individual that the agreement is terminated.85
Under HIPAA, covered health care providers and health plans must allow individuals to request
to receive communications of PHI by alternative means or at alternative locations and they are
required to accommodate such requests so long as they are reasonable.86 However, for health
plans this rule only applies if the individual “clearly states that the disclosure of all or part of that
information could endanger the individual.”87
What Does This Mean for Patients?
Patients should feel free to ask their physicians to restrict disclosures of their PHI. However, the
physician does not have to agree to the request unless the physician needs an authorization from
the patient for the disclosure or the patient pays for the service in full out of pocket. Patients
should also remember that they have a right to receive communications by reasonable alternative
means. For example, if a patient does not want a household member to be aware that the patient
received a certain health treatment, the patient can ask that his or her doctor communicate by
email, mail information to a different address or post office box, and/or refrain from calling the
patient’s home phone. The reasonableness of some of these requests will depend on factors such
as whether the physician has the capacity to securely communicate with patients by email.

Security Protections of PHI
HIPAA details few specific protections that covered entities must employ. Rather, it allows each
entity to decide what practices and policies are most appropriate for them.88 Consequently,
protections of health information vary across covered entities, including entities participating in

82

45 C.F.R. §164.522(a)(1)(vi).
45 C.F.R. §164.522(a).
84
45 C.F.R. §164.522(a)(2).
85
45 C.F.R. §164.522(a)(2).
86
45 C.F.R. §164.522(b).
87
45 C.F.R. §164.522(b).
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See 45 C.F.R. §164.530; Safeguards, The HIPAA Privacy Rule and Electronic health information Exchange in a Networked
Environment, Office of Civil Rights 1.
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the same electronic health information exchange.89 While participants in a single HIE could
voluntarily agree to follow the same set of standards to protect patient privacy, HIPAA does not
require them to do so.90
HIPAA provides broad guidance on methods to protect the privacy of an individual’s health
information, requiring covered entities to implement “appropriate administrative, technical, and
physical safeguards.”91 Covered entities must “reasonably safeguard protected health information
from any intentional or unintentional disclosure” that violates HIPAA and “must reasonably
safeguard protected health information to limit incidental uses or disclosures” of PHI.92 More
specifically, as a part of their privacy practices, covered entities must “verify the identity of a
person requesting protected health information” that is covered by HIPAA privacy rules.93
HIPAA requires covered entities to implement specific safeguards when the covered entity
employs electronic information systems to maintain PHI.94 These safeguards include systems for
tracking and authenticating users, requirements for automatic logging-off, and data encryption.95
HIPAA also includes general guidance on management of employees who will interact with PHI.
Covered entities must train their employees working with PHI to follow both the covered entity’s
and HIPAA’s privacy rules.96 In addition, covered entities must include in their policies
sanctions that will be applied to employees who breach their privacy policies or HIPAA privacy
rules and they must apply those sanctions when an employee commits such a breach.97
The HIPAA Privacy Rule states that covered entities can only share PHI with their business
associates if the covered entity has “satisfactory assurances that the business associate will
appropriately safeguard the information,” 98 and when the covered entity includes specified
safeguards for PHI, including electronic health information, in its business association
contracts.99

89

Safeguards, The HIPAA Privacy Rule and Electronic health information Exchange in a Networked Environment, Office of
Civil Rights 1.
90
Safeguards, The HIPAA Privacy Rule and Electronic health information Exchange in a Networked Environment, Office of
Civil Rights 2.
91
45 C.F.R. §164.530.
92
45 C.F.R. §164.530(c).
93
45 C.F.R. §164.514(h)(1).
94
45 C.F.R. §164.312.
95
45 C.F.R. §164.312.
96
See 45 CFR §164.530(b).
97
45 CFR §164.530(e).
98
45 C.F.R. §164.502(e)(1); 45 C.F.R. §164.504(e); Accountability, The HIPAA Privacy Rule and Electronic health information
Exchange in a Networked Environment, Office of Civil Rights 3.
99
45 C.F.R.§164.504; 45 C.F.R. §164.314.
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Notification to Patients of a Privacy Breach
HIPAA requires covered entities and their business associates to notify individuals in the event
of a breach of the individual’s private information.100 In the case of a breach affecting the health
records of more than 500 individuals who are within the same state or jurisdiction, covered
entities and their business associates must provide public notice to
“prominent media outlets” and notify the Secretary of Health and
Human Services.101 All notifications must be made within 60 days
HIPAA includes
of discovery of the breach.102 One example of such a breach is the
exceptions to the
theft of a health care worker’s laptop containing PHI.103

Viewing and Copying Health Records
HIPAA and Vermont law give individuals the right to inspect and
to obtain a copy of their PHI for as long as the provider maintains
the information. 104 Vermont requires medical professionals to
retain copies of patient records for at least seven years.105
Vermont law also requires providers to “notify patients or clients
how to obtain their records when a practice closes.106
HIPAA includes exceptions to the patient’s right to view and copy
records for psychotherapy notes and information gathered in
anticipation of litigation.107 Vermont law gives patients the right
to access copies of their health records without exception,108 so
these HIPAA exceptions do not apply in Vermont.109
The right to inspect and obtain copies of PHI applies regardless of
whether the patient owes money to the covered entity for medical
care.110 However, the covered entity can require the individual to
pay for the copies before providing them unless the copies are for

patient’s right to
view and copy
records for
psychotherapy
notes and
information
gathered in
anticipation of
litigation.

Vermont law gives
patients the right to
access copies of
their health records
without exception,
so these HIPAA
exceptions do not
apply in Vermont.
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45 C.F.R.§164.404; See also 45 C.F.R. §164.410.
45 C.F.R.§164.406-410.
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45 C.F.R.§164.406-410.
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See Mike Mitka, MSJ, New HIPAA Rule Aims to Improve Privacy and Security of Patient Records. JAMA, March 6, 2013,
Vol. 309, No. 9, 862.
104
45 C.F.R. §164.524; 3 V.S.A. §129a.(a)(8).
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3 V.S.A. §129a.(a)(9).
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3 V.S.A. §129a.(a)(8).
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45 C.F.R. §164.524.
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a federal or state needs-based benefit program.111 In addition, covered entities can require
individuals to put record requests in writing.112
Many covered entities are currently transitioning to keeping PHI in electronic form, so it is
common to have older information stored on paper and newer information stored electronically.
The right to inspect and obtain a copy of records pertains regardless of whether the records are in
paper form, electronic form, or in both forms.113
HIPAA requires providers to give patients a copy of their health
HIPAA requires
record in whatever “readily producible” form the patient
providers to give
requests.114 If it is not readily producible in the requested format,
patients a copy of
covered entities must at least provide the record “in a readable
their health record
hard copy form or such other form and format as agreed to by the
in whatever “readily
covered entity and the individual.115 However, if the record is
producible” form
entirely in electronic form and the individual requests an
the patient requests.
electronic copy, but the record is not readily producible in the
requested form, the entity must provide it “in a readable
electronic form and format as agreed to by the covered entity and the individual.”116
HIPAA also offers guidance on requests for summaries of health records or requests for
providers to have records sent to third parties. If an individual and a covered entity agree, the
covered entity can provide the individual with a summary or explanation of the PHI requested in
place of the entire record.117 However, the individual must also agree in advance to the cost
associated with this service, if any, before HIPAA will permit the provider to make this
substitution.118 In addition, a covered entity must fulfill a request by an individual to have a copy
of his or her records sent directly to a third person as long as the request is in writing, signed by
the individual who is requesting the records, and clearly identifies the designated person and
where to send the copy of the PHI.119
In addition, any denials must be communicated timely and in writing.120 However, because
Vermont law specifically requires medical professionals to provide patients, upon proper request,
with copies of their medical records without limitation,121 under most circumstances a covered
111

112

45 C.F.R. §164.524(c)(4), 18 V.S.A. §9419.
45 C.F.R. §164.524(b)(1).

113

45 C.F.R. §164.524; 3 V.S.A. §129a.(a)(8).
114
45 C.F.R. §164.524(c).
115
45 C.F.R. §164.524(c)(2).
116
45 C.F.R. §164.524(c)(2)(ii).
117
45 C.F.R. §164.524(c)(2)(iii).
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45 C.F.R. §164.524(c)(2)(iii).
119
45 C.F.R. §164.524(c)(3)(ii).
120
45 C.F.R. §164.524(b)(2).
121
26 V.S.A. §1354 (a)(10); 3 V.S.A. §129a.(a)(8).
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entity will not be permitted to deny a patient’s record request. The covered entity could deny a
request for information if they do not maintain the information that is the subject of the request.
However, if the entity knows where the requested information is maintained, the covered entity
must include that information in its written denial to the individual.122
One situation where HIPAA allows covered entities to deny access to a patient’s records could
apply in Vermont: a covered entity may deny access to a health record when “[t]he request for
access is made by the individual’s personal representative and a licensed health care professional
has determined, in the exercise of professional judgment, that the provision of access to such
personal representative is reasonably likely to cause substantial harm to the individual or another
person.”123 As described in the introduction to HIPAA, state law trumps HIPAA when the state
law provides the patient with more information or greater access to information.124 Because the
above HIPAA exception pertains to access by a representative, not the patient, it arguably
preempts Vermont’s statute awarding broad access to patient records.
A patient or representative who is denied access to a patient’s records has the right to have the
denial reviewed.125 If an individual requests a review of a denial, the review is conducted by “a
licensed health care professional who is designated by the covered entity to act as a reviewing
official and who did not participate in the original decision to deny.”126 The entity must also, “to
the extent possible, give the individual access to any other protected health information
requested, after excluding the protected health information as to which the covered entity has a
ground to deny access.”127 If an individual is unhappy with a denial of a request to a covered
entity, he or she can file a complaint as explained below in the section, “Filing Complaints
Against Covered Entities.”
Under HIPAA, entities generally have 30 days to either grant the request to view or copy a health
record or inform the individual that the entity is denying the request.128 If the information
requested is not kept on-site, the entity has 60 days to respond. 129 Vermont law states that health
care professionals must “promptly” make an individual’s health care records available at the
patient’s or the patient’s representative’s request.”130 If the medical professional fails this, he or
she could be found guilty of unprofessional conduct and subject to disciplinary action.131
Covered entities must arrange with the individual a convenient time and place for the individual
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45 C.F.R. §164.524(d)(3).
45 C.F.R. §164.524(a)(3)(iii).
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45 C.F.R. §160.202-203.
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45 C.F.R. 164.524(a)(3).
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45 C.F.R. §164.524(a)(4).
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45 C.F.R. §164.524(b)(2).
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45 C.F.R. §164.524(b)(2).
130
3 V.S.A. §129a.; 26 V.S.A. §1354(a)(10).
131
3 V.S.A. §129a.(d)
123

17

Protected Health Information: What Vermonters Should Know

June 2014

to view or obtain a copy of the records or, at the individual’s request, the entity must mail the
copy of the record to the individual.132
Why Access Medical Records?
Patients rarely access their own medical records. Many physicians hesitate to encourage patients
to access their own medical records out of a fear that patients will be confused by or unhappy
with the information contained within the record. 133 For example, patients could misinterpret
medical terminology that the physician uses in the record but does not use when talking with
patients. 134
A 2012 study funded by the Robert Wood Johnson Foundation, called “OpenNotes,” examined
what happens when patients regularly read their medical records. The study encouraged patients
to read their own medical records shortly after medical appointments and shortly before their
next appointment. At the end of the study, few physicians reported negative impacts:
“Approximately three-quarters of all the doctors [in the OpenNote study] said that such
transparency had none of the dreaded impacts on their practice. Many felt there was more trust,
better communication, more shared decision-making and increased patient satisfaction. While a
portion of the doctors were hesitant at the beginning of the study, not a single one opted to stop
sharing notes with patients after the study ended.”135
The study found overwhelmingly positive results from patients reading their records: “Of 5391
patients who opened at least 1 note and completed a post-intervention survey,










77% to 87% across the 3 sites reported that open notes helped them feel more in control
of their care;
60% to 78% of those taking medications reported increased medication adherence;
26% to 36% had privacy concerns;
1% to 8% reported that the notes caused confusion, worry, or offense; and
20% to 42% reported sharing notes with others.
The volume of electronic messages from patients did not change.
After the intervention, few doctors reported longer visits (0% to 5%) or more time
addressing patients’ questions outside of visits (0% to 8%), with practice size having little
effect; 3% to 36% of doctors reported changing documentation content; and 0% to 21%
reported taking more time writing notes.
59% to 62% of patients believed that they should be able to add comments to a doctor’s
note.

132

45 C.F.R. §164.524(c)(3).
See Pauline W. Chen, M.D., Letting Patients Read the Doctor’s Notes, The New York Times, October 4, 2012.
134
Pauline W. Chen, M.D., Letting Patients Read the Doctor’s Notes, The New York Times, October 4, 2012.
135
Pauline W. Chen, M.D., Letting Patients Read the Doctor’s Notes, The New York Times, October 4, 2012.
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One out of 3 patients believed that they should be able to approve the notes’ contents, but
85% to 96% of doctors did not agree.
At the end of the experimental period, 99% of patients wanted open notes to continue and
no doctor elected to stop.”136

Costs of Copying Health Records
As stated above, although patients have a right to receive a copy of their medical records, they
can be charged a reasonable fee for the service.137 Vermont law limits the fee a covered entity
can charge for copies of medical records to either $5.00 or $0.50 per page, whichever is
greater.138 In Vermont, the entity can additionally charge the individual a reasonable amount for
copies of “x-rays, films, models, disks, tapes, or other health care record information maintained
in other formats.”139 The individual has a right to an itemized bill of the charges.140 In Vermont,
there is one exception to the charges: an individual who is requesting his or her medical records
for any federal or state needs-based benefit or program, including Social Security, cannot be
charged to receive a copy of the records.141
HIPAA allows several additional charges that may apply in Vermont:




The cost of an electronic portable media if the individual requested a copy in that form.
Postage, when the individual has requested the copy, summary, or explanation be mailed.
The cost of preparing an explanation or summary of the protected health information, if
the individual has requested a summary or explanation.142
What Does This Mean for Patients?

A person who needs to obtain a copy of his or her health records and is concerned about the cost
has several options. If the records are not for a federal or state-based benefit program, the
individual can be charged for copies, but there are several ways the individual might be able to
lower costs. He or she should begin by asking his or her provider what they will charge for a
copy of the record and what format would be cheapest. Some providers do not charge for copies
of medical records, especially if they are sending the copy to another provider.
If the individual can accept the record in either paper or electronic format, he or she should
consider the costs per page of obtaining a paper file versus the cost of labor for obtaining the file
136

Tom Delbanco, M.D. et. al., Inviting Patients to Read their Doctor’s Notes: A Quasi-Experimental Study and Look Ahead,
Ann Intern Med. 2012; 157:461.
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45 C.F.R. §164.524(c)(4).
138
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140
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in another format. Which format costs less may largely depend on the original form of the
documents. If the original file is in paper form, it could be more labor intensive to convert it to
an electronic form than to create a paper copy. Alternatively, if the file is already in electronic
form, it could be much less labor intensive for the entity to provide the record in an electronic
form than a paper form, and an electronic form would avoid the cost of copies. Here are items
that may impact the costs of obtaining a medical record:








Is the request for a federal or state needs-based benefit program?
o If yes, then the copies will be free of charge.
Would viewing the file without keeping a copy be sufficient?
o There should not be a charge for simply inspecting the medical record file.
Is the original file in paper form, electronic form, or both?
o If both, what form is the majority of the information in?
o Are there other forms such as x-rays?
If a large number of pages needs to be copied, would a summary of the record suffice?
o If so, what would the provider charge for providing a summary instead of the
entire record?
Would an electronic copy work?
o If so, what would the provider charge for providing an electronic copy?
o Would it be any cheaper if the patient provided the portable media such as a disk
or zip drive?
o Could the file be exchanged securely over the internet? If so, what would the
provider charge for this service?

Patients’ Rights to Correct their Health Records
Some individuals may find inaccurate data in their PHI. HIPAA gives individuals some ability to
compel a covered entity to amend their PHI. 143 This right to amend lasts for as long as the entity
maintains the records.144
HIPAA gives covered entities 60 days to act on a request for amendment.145 If the covered entity
is unable to act within that amount of time, it may have one and only one additional 30 day
period.146 If the covered entity takes this additional 30 days, it must give the requesting
individual, within the initial 60 days, a “written statement of the reasons for the delay and the
date by which the covered entity will complete its action on the request.”147
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45 C.F.R. §164.526.
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If the entity agrees to the request for amendment, it has until the end of the initial 60 days to
notify the individual that the request was accepted and to make the amendment.148 In addition,
the covered entity must make reasonable efforts to provide the amendment to other persons and
entities identified by the individual and the covered entity, including business associates that the
covered entity knows have the relevant PHI.149 HIPAA also requires business associates to agree
in their business association contracts to incorporate any amendments to PHI.150 A covered entity
that has been notified of an amendment must similarly notify other covered entities and business
associates that the entity knows has the relevant information.151
If a covered entity denies a request to amend a health record, in whole or in part, it must provide
the individual with a written denial within 60 days of the request.152 HIPAA gives covered
entities the option to deny an individual’s request to amend his or her health record if the entity
determines any one of the following:





That the PHI was not created by the covered entity, unless the creator is no longer
available to act on the request for amendment.
That the information to be amended is not part of the record kept by the covered entity.
That the information is accurate and complete without the amendment.
That HIPAA regulations do not require the relevant record to be made available for
inspection.153 Note that because Vermont requires most records to be made available for
inspection, overriding HIPAA’s exceptions, it is likely that in Vermont a covered entity
must also make most health records available for amendments.154

See the section on Viewing and Copying Health Records for further discussion of these
exceptions.
If covered entities deny a request for an amendment, HIPAA requires them to engage in a
detailed exchange with the requesting individual. A denial must be communicated in writing and
in plain language.155 This written denial must state the basis for the denial and instructions on
how the individual can file a complaint about the denial with the entity or the Secretary of the
Department of Health and Human Services.156 In addition, the denial must explain that the
individual has a right to either submit a written statement disagreeing with the denial or ask that

148
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the entity include both the request for the amendment and the denial with any future disclosures
of the PHI.157
If the requesting individual chooses to submit a statement of disagreement, the entity must accept
it.158 The covered entity can reasonably limit the length of the statement of disagreement and
may prepare a written rebuttal to the statement.159 If the entity prepares a written rebuttal, it must
provide a copy to the individual.160 The entity must then note the request for amendment, the
denial of the request, and the statement of disagreement and rebuttal, if applicable, in the relevant
health record.161
If the individual submits a statement of disagreement, “the covered entity must include the
material appended … or an accurate summary of any such information with any subsequent
disclosure of the protected health information to which the disagreement relates.”162
If the individual does not submit a statement of disagreement, the “entity must include the
individual’s request for an amendment and its denial, or an accurate summary of such
information, with any subsequent disclosure of the protected health information only if the
individual has [properly] requested such action.”163
What Does This Mean for Patients?
If a patient believes there is a significant inaccuracy in his or her health record, the patient should
ask an entity that holds the record, such as a physician’s office, to amend it. If the entity accepts
the amendment, the individual should inform the entity of any other entities that also need to
receive the amendment. If the entity refuses to amend the record, the individual should file a
statement of disagreement with that entity, stating as clearly as possible what he or she believes
is inaccurate and why.

Patients’ Access to Audits
Individuals have the right to know how their PHI is being disclosed by receiving an audit listing
third parties’ access to their health records.164 Individuals can receive this audit at no cost once
every 12 months.165 If an individual requests audits more frequently than once every 12 months,
a covered entity can charge a reasonable, cost-based fee for each additional audit as long as the
157
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entity informs the individual of the charge and gives him or her a chance to withdraw or modify
the request beforehand.166 The audit must include several details about each disclosure of the
individual’s PHI:





When the disclosure was made.
Who received the disclosed information.
What information was disclosed.
A summary of the purpose of the disclosure.167

If the covered entity has made multiple disclosures of an individual’s PHI to the same person or
entity for a single purpose, it must report the above information for the first disclosure; report the
frequency, periodicity, or number of disclosures made during the accounting period; and report
the last such disclosure made during the accounting period.168 For entities who disclose PHI on
50 or more individuals for a “particular research purpose,” HIPAA lays out specific requirements
of information the entity must include in an audit for any one of those individuals.169
Health Information Exchanges are required to implement systems to record this data and keep
the audit information for three years.170 HIPAA allows covered entities 60 days to provide the
requested audit or to give the individual a written notice of the reasons for the delay and the date
by which the covered entity will provide the audit to the individual. If the entity provides a
written notice of delay, they may have one additional 30 day period to complete the request. 171
HIPAA contains a number of broad exceptions to the disclosures that must be included in an
audit.172 These exceptions include disclosures made:








To carry out treatment, payment and health care operations.
To the individual who is the subject of the PHI.
That a patient or representative has authorized.
To persons involved in the individual’s care.
For national security or intelligence purposes.
To correctional institutions or law enforcement.
As part of a limited data set, which excludes information allowing identification of the
subject of the PHI.173
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What Does This Mean for Patients?
Patients should keep in mind that they are entitled to one free audit of access to their medical
records every 12 months. However, they should also remember that HIPAA allows a broad range
of disclosures to be withheld from the audit.

Filing Complaints Against Covered Entities
HIPAA gives individuals the right to complain if they believe a covered entity has violated
HIPAA’s privacy rules or the entity’s own privacy policies.174 Entities must develop a process to
receive such complaints.175 As stated above, entities must describe the process for complaints in
their privacy policies which they must provide to individuals on request.
If any harm is caused by a breach of a covered entity’s own or HIPAA’s privacy policies, and the
covered entity is aware of that harm, the entity must mitigate the harm to the extent
practicable.176
State Attorneys General have the power to bring a civil action against individuals for HIPAA
privacy or security violations. In addition, individuals who violate HIPAA privacy and security
provisions may be fined between $100 and $1,500,000, depending on the individual’s intentions
and the severity of the breach.177 For example, when it was discovered that UCLA health system
employees were impermissibly viewing celebrities’ records, the health system agreed to pay an
$865,000 fine for not adequately protecting the privacy of its patients.178
HIPAA specifically bars covered entities from intimidating, threatening, coercing, discriminating
against, or taking other retaliatory action against any individual for exercising rights given by
HIPAA including filing complaints.179 Visit the Office of Civil Rights’ website for a description
of the process for filing a complaint.
If an individual wants to file a complaint against a medical professional for violating a Vermont
statute, the individual would need to file a complaint with the relevant state professional
licensing board. The Board of Medical Practice regulates Physicians, Physician’s Assistants and
Podiatrists. Their website includes the Board of Medical Practice complaint form.
The Vermont Office of Professional Regulation covers other medical professionals like nurses
and pharmacists (as well as many non-medical professionals). Their website includes an
174

45 CFR §164.530(d).
45 CFR §164.530(d).
176
45 CFR §164.530(f). (See also the HIPAA Security Rule at 45 CFR §§164.308. 310 and 312 for specific requirements related
to administrative, physical, and technical safeguards for electronic PHI; and Safeguards, The HIPAA Privacy Rule and
Electronic health information Exchange in a Networked Environment, Office of Civil Rights 1).
177
42 U.S.C. ch. 7, §1176.
178
Laurinda Harman, PhD, RHIA, et al. State of the Art and Science. Virtual Mentor, September 2012—Vol 14, 714.
179
45 C.F.R. 164.530(g).
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explanation of the board’s complaint process and their complaint form. In addition, if an
individual is significantly harmed by an entity or its business associate violating the individual’s
legal rights, the individual could potentially file a civil suit and claim damages against the
covered entity or associate. The individual would need to be able to prove that both the breach
and the damage occurred.
What Does This Mean for Patients?
If a patient believes that a covered entity or the business associate of a covered entity violated his
or her privacy rights, the patient has the right to file a complaint. If the entity violated HIPAA,
the patient should file a complaint with the Office of Civil Rights. If the entity violated a state
law, the patient can file a complaint with the relevant professional licensing board. A patient who
would like more information on claims or protections he or she may have related to a possible
breach of PHI should consult an attorney.
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